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Abstract—The evaluation of protection performance after a
generator shutdown is mandatory to assess if all automatic
actions resulted in system security and safety to its users.
Nowadays, however, the number of digital fault recorders and
protection devices with oscillographic functionalities has intensely
increased, making traditional manual analysis excessively time
consuming. In this context, the contribution of this work is to
propose a procedure to automate the evaluation of generating
units’ protection, making it possible for the engineers to focus
on the most important data. The proposed procedure was
evaluated through the development of a prototype designed
using the multi-agent paradigm, taking advantage of its main
computational benefits. The implemented prototype generated
correct assessments for a large set of real disturbances, proving
to be a very efficient and accurate tool for assessment and decision
support to operators.

Keywords—Disturbance Analysis, Power System Protection,
Multi-Agent Systems.

I. INTRODUCTION

PROTECTION of power system generators plays a key
role in power system reliability since its misoperation

may lead to major damages resulting in large repair costs [1],
[2], also frequently being the root cause of the propagation of
disturbances which may result in the occurrence of wide area
shutdowns [3]. Furthermore, in the case of large disturbances,
a significant number of trips are recorded, and due to
the complexity of the protection systems of generators, a
considerable amount of data is produced [4]. This large
amount of data hinders disturbance analysis resulting in a time
consuming task for engineers. This problem revealed the need
of the development and deployment of unified frameworks
for digital record processing, including automatic protection
analysis [5].

In [6] an application of intelligent systems for the
interpretation of alarms related to transmission protection
showed that useful information for operators can be obtained
by the proposed system.

A pioneer work of the application of the multi-agent
paradigm in power system was presented in [7], proposing
a conceptual structure for fault diagnosis and protection
assessment of transmission systems. The protection assessment
module of [7] is detailed in [8], where a fundamental basis,
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a software model and applications of transmission system
protection evaluations are presented. In [9], an extension of
this work and main conclusions gathered from the experience
of the system operation are presented, and in [10] the work of
applying this experience for establishing the requirements for
an industrial system is discussed.

More recently, a detailed model for transmission system
protection performance evaluation was presented in [11],
showing the effectiveness of using detailed models in the
automatic protection assessment.

All of these papers studied the problem of automating the
evaluation of transmission system protection. In an attempt to
fill the gap of research on protection assessment of bulk power
system generators, this work presents a general procedure for
the development of frameworks for this purpose, based on a
detailed model of typical generator protection systems.

This paper is divided into the following sections: Section
II shows the guidelines for the proposed Multi-Agent System
(MAS); in Section III, a brief description of the generator
protection systems and its protection functions are presented.
In Section IV the tests performed for a set of disturbance cases
are described and their results are evaluated; and Section V
contains concluding remarks and future research directions.

II. PROPOSED DISTURBANCE ANALYSIS MULTI-AGENT
SYSTEM

In this work, the software design considered the architecture
known as belief-desire-intention, which emphasizes the goal
behavior of agents, an important feature for multi-agent
programming [12]. The general operation of this system is
determined by three guidelines:

1) The software operation should be focused on equipment
shutdowns. As shown in Fig. 1 [13], equipment agents
supervise the disturbance records and classify them
cyclically. When a shutdown is identified, records from
the overall oscillography network are recovered for a
preset period. Once this period is finished, the system
triggers actions such as processing the sequence of
events, for example. After that, the inferred facts are
communicated from the level of protection agents to
the level of area agents, where the disturbance synthesis
is written. This flow of actions results in the a trade-off
between the amounts of processed data and the retrieved
information from a specific disturbance.

2) The actions of the agents must be coded as artifacts in
the environment. The usually proposed MAS considers
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Fig. 1. Flow chart of the proposed disturbance analysis scheme, implemented using agent programming paradigm.

a manager/provider service scheme, in which agents
encapsulate the code of their actions. In the proposed
scheme, services must be deployed in a different
dimension, as features. This ensures that the services
will be executed in an exclusive thread, managed by
the agent. Also, the organization is coded in a different
dimension, which allows the reconfiguration of the
system structure and the relations between agents by
modifying organization layer. Executing the record
processing in parallel threads reduces significantly the
delay on retrieving disturbance information, presenting,
for instance, a reduction from an hour to 3min in
processing records from 10 sources in a single thread
when compared to one thread per source, in the
experiment described in [13]. The capacity of managing
threads also allow the agents to prioritize records,
avoiding cumulative processing delays to decrease
software efficiency.

3) The agents must be organized in the classes of
protection, equipment, installation and area levels.
This way, each agent produces conclusions compatible
with the characteristics of the available data, and the
multi-agent system manages the processing of the data
required in each stage of the execution.

The model of protective functions and the logic used to
evaluate its performance are described in the next section.

III. EVALUATION OF THE PROTECTION FUNCTIONS OF
SYNCHRONOUS GENERATORS

This section presents a survey of the techniques used for the
evaluation of the correct actuation of the protection functions
of synchronous generators. Based on this survey, justifications
for the choices of the techniques used in this work are
provided.

A. Protection of Synchronous Generators

A typical scheme of the protection functions for
synchronous generators is presented in Fig. 2, which is in
compliance with [14]. In Fig. 2, the numbers correspond to
the ANSI code of the function, which can be grouped by the
nature of the damage that synchronous generators are exposed
to. In this work, the protection models presented are those
involved in the case studies are described in Section IV. The
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Fig. 2. General scheme protection of synchronous generators.

application of the protection models to electrical quantities for
protection evaluation is performed after the execution of the
classification of the records, described as follows.

B. Classification of Oscillographic Records of
Synchronous Generators

There are two main types of oscillographic records:
short term ones (generally waveforms), and long term ones
(generally phasorial quantities). The level of detail of short
term records made them more suitable for evaluation of
protection actuation.

As previously metioned, several papers presented routines
for oscillography classification, mainly applied to transmission
lines monitoring systems [15]–[18]. It is also know that in
large datasets of typical power plants, an amount as high as
99.8% of total records do not contain fault information [13].

In this work, the method for classification of generator
oscillography presented in [19] is used as a starting point
for the proposal of a new approach. This new method is
based on the use of phasor quantities applied to rules defined
based on fault characteristics, improving significantly the fault
identification accuracy.

C. Models of the Protection Functions of Synchronous
Generators

In this work, the proposed method for the evaluation of
the protection system actuation is based on the comparison
between the recorded events and the expected sequence of
events, which is determined by simulating the protection
actuation using the recorded quantities. This concept is
illustrated in Fig. 3.

Each of the stages presented in Fig. 3 considers a
respective tolerance, which was defined in Section IV from
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Fig. 3. Diagram of actions performed in protection actuation assessment.

the experience obtained with the relays actuations of the
Itaipu power-plant generators over more than 35 years. The
evaluation considers admissible the variations in protection
time actuations of ±17.5% for time delayed functions,
±15.5ms for instantaneous protection, 30ms±28ms for relay
lockout and 47ms ± 27ms for circuit breakers operation.
Naturally, these tolerances can be calibrated for applications
involving different power plants.

Although all the protection functions models presented in
Fig. 2 were used to determine the expected protection actuation
time for the prototype tests in this work, corresponding to
box 1 in Fig. 3, the most significant are described as follows.

1) Current Differential (87) Protection: This function uses
the current of two measurement points, protecting the inner
region by means of the difference of the “input” and the
“output” currents.

Typically, a characteristic between the difference
(differential) and the sum (restraining) of these two currents
minimizes incorrect actuations that can be caused by Current
Transformer (CT) errors, and by the saturations of CTs which
may occur due to high fault current values.

Although this model is very simple to be implemented,
Digital Fault Recorder (DFR) usually records only the
terminal current of the generator. This shortcoming can be
overcome using records of other generators in the proximity:
when a short circuit occurs inside the protection region of a
generator, the phase of the current of the faulted generator
tends to oppose to the phases of the currents of the remaining
generators. In this work, an absolute angle difference higher
than 165° was used to determine a fault inside the region of
a specific generator that was shut down.

2) Protection against loss of excitation (40): This function
identifies the condition of field excitation loss based on
the impedance value measured from the generator terminals,
because this value reaches certain non-operating regions in
the R-X plane only when the generator experiences an under
excitation condition.

There are three main methods to protect synchronous
generators using this concept. The first method, also called
the Mason Method [20], is defined by a circle with a diameter
equal to Xd moved below the abscissa axis for an offset of
X

′

d. The second, used for generators with Xd > 1 pu, known
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Fig. 4. Area of operation of the field excitation protection.

as the method of Berdy [21], includes a second circle of radius
equal to 1 pu with the purpose of improving the selectivity of
first method in the case of stable power oscillations.

The third method is suitable for improving selectivity
of the method of Mason for generators with Xd < 1 pu
by using two of the circles of first method moved aside,
composing an outer region when a single characteristic is
active and an inner region when the two characteristics are
active. This method, used in this work, is usually adjusted
in the P-Q plane rather than R-X plane, by coordinating the
first region with the under-excitation limiter of the generator,
and the second region with the theoretical stability limit of
the generator, as illustrated in Fig. 4.

3) Ground-Fault (64) Protection: There are three main
schemes for ground-fault protection: 1) based on the
measurement of 3rd harmonic; 2) based in the injection of
subharmonic content; and 3) based on residual voltage. Only
the latter can be evaluated having information only about the
generator terminal quantities.

In scheme 3, when a fault occurs, the faulted phase tends
to ground potential. Thus, there is a residual voltage increase
from near zero in normal operation to 1.73 of the rated
voltage for one phase in fault conditions. This feature is used
to identify a ground fault at the terminal of synchronous
generators.

IV. PROTOTYPE TESTS AND RESULTS

In order to test the proposed MAS system, a prototype
was deployed at Itaipu power plant, which has 20 generators
rated at 18 kV and 700MW each, with protection settings
presented in Table I, where Vn and In are the nominal voltage
and current and Vr is the residual voltage of the generator,
respectively.



TABLE I
SETTING FOR GENERATION PROTECTION.

Function Pick-up value Delay, T.Dial or Slope [s]
87 0.1.In 0.25

21-50V 1.3.In,0,7.Vn 2
40 Z1 λ1 = -1.3, α1 = 60o 2
40 Z2 λ2 = -1.4, α2 = 70o 0.2

60 0.2.Vn 0.5
46 0.1.In 30
64 0.1.Vr 0.5

59T 1.2.Vn 5
51N 0.8p.u. 0.4
24 1.2 pu, 142 s or 1.15 pu, 456 s or 1.1 pu, 1200 s
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Fig. 5. Prototype Architecture.

The prototype developed considers the device structure
available at the Itaipu power-plant, summarized as a
connection of the primary devices to their engineering stations.
The data can be retrieved through an existing network,
resulting in the system architecture presented in Fig. 5. The
system, however, can be expanded to multi-generator analysis.

The following subsections present the results produced by
the prototype.

A. Evaluation of protection models based on fault
simulations

The models presented in section III were implemented in
the Alternative Transients Program version of Electromagnetic
Transients Program (EMTP-ATP) [22], tripping generators
whenever a fault simulation activates any protection function.
The result of the quantities simulated were then used to
generate COMTRADE files with the same ordering of the
channels of the DFR, and then provided to the prototype
processing.

1) Simulation of Loss of Excitation: A simulation of a
field circuit breaker opening of an Itaipu generator produced
the P and Q trajectories presented in Fig. 6, where the
generator capability curve, the loss-of-excitation adjustments,
and protections pick-ups and actuations are also shown.

The results produced by the prototype are synthesized
in Table II, where a maximum difference of 13ms in the
determination of all events can be observed, showing the
effectiveness of the prototype.

Similar experiments were performed for all the other models
implemented, presenting a maximum difference of 16ms,
which further demonstrates the good accuracy of pick-up
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TABLE II
COMPARISON OF EVENTS SIMULATED AND ASSESSED.

Event Time in sim. [s] Time in MAS [s]
Loss of field 0.100 -

Pick-up 1 of ANSI 40 0.5687 0.5692
Pick-up 2 of ANSI 40 0.6426 0.6430

Actuation 1 of ANSI 40 - -
Actuation 2 of ANSI 40 0.8426 0.8431

Lockout relay state 0.8690 0.8690
Breaker opening 0.8750 0.8763

TABLE III
EVENTS ASSESSED BY THE PROTOTYPE FOR 64 ACTUATION.

Event Time in MAS [s] Assessment
Pick-up of Protection 64 0.625 Correct

Actuation of Protection 64 1.125 Correct
Lockout relay actuation 1.183 Correct
Circuit Breaker opening 1.214 Correct

and actuation determination by the routines deployed in the
prototype.

B. Shutdown of a generator by ground protection
actuation

In a report by Brazil′s National System Operator (ONS) it
was described that in 02/23/2010, 4h8m AM, the automatic
shutdown of generator 13 after an ground fault caused by fire
in phase B of the unit transformer happened. The prototype
correctly identified the shutdown and produced the assessment
shown in Table III.

The Fig. 7 presents the voltage records processed by the
software, where it is possible to verify that the residual voltage
remains above the pick-up value of ground fault protection
longer than the 0.5 seconds presented in Table I, indicating
the correct protection assessment by the prototype.

Furthermore, in Fig. 7 the voltage of phase B tends to
ground potential, indicating that this phase was the faulted
one. A total of 486MW of generation was lost due to this
shutdown.
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C. Short circuit of a busbar and shutdown of 4
generators

In a report by the ONS it was described that in 09/22/2015,
11h36m AM, an automatic shutdown of generators 12, 13,
14 and 19 togheter with busbar, ocurred after a disruptive
discharge in Itaipu′s insulated gas substation. Generators
12, 13 and 14 were shut down by transformer temperature
protection (49) and generator 19 by current differential
protection. All of these protections actuated incorrectly (the
only correct one was the busbar protection).

The prototype accurately identified the short-circuit and the
four shutdowns illustrated by the current of the faulted phase in
Fig. 8. The prototype also concluded by DFR processing that
the shutdowns had been caused by incorrect current differential
protection actuation.

The main events resulting of the prototype processing are
presented in Table IV.

Later on, the conclusion that the actuation occurred
in the temperature protection of the unit transformer for
generators 12, 13 and 14 was determined by the processing
of the sequence in event list, replacing the conclusion of
the corresponding incorrect current differential protection
actuation for the respective generators.

TABLE IV
RESULT OF PROCESSING OF RECORDS OF THE 09/22/2015 EVENT.

Event Sequence of events in MAS
21 pick-up/gen. 12, 13, 14, 19 T0 = 11:36:01.019

Gen. 19 lockout relay T0 + 66ms
Gen. 19 breaker opening T0 + 87ms

Gen. 12 lockout relay T0 + 125ms
Gen. 13 lockout relay T0 + 165ms

Gen. 12 breaker opening T0 + 165ms
Gen. 13 breaker opening T0 + 201ms

Gen. 14 lockout relay T0 + 245ms
Gen. 14 breaker opening T0 + 289ms
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D. Circuit breaker closing with generator in an
asynchronous condition

In a report by the ONS it was described that in 08/30/2014,
4h32m AM, the automatic shutdown of generator 9 of Itaipu
occurred, showing to the operators a set of features that pointed
to the actuation of transformer neutral current differential.

The prototype identified the shutdown and pointed to the
occurrence of a three-phase short-circuit in the generator,
which reached its maximum rms value of 5.47 pu and its
maximum instantaneous current of 8.76 pu, in phase a, as
shown in Fig. 9.

The disturbance analysis concluded that, at the instant
of circuit breaker closing, its terminal voltage leading the
system voltage by 130°, as presented in Fig. 10, where the
system voltage is compared to the voltage of the generator
1. This disturbance was the result of a failure in the logic
functions that prevents circuit breaker operation in that
specific condition. The prototype did not identify the residual
differential protection actuation, since there was a negligible
difference between the recorded transformer neutral and the
sum of terminal currents.
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Simulations performed in EMTP-ATP demonstrated that
the level of current recorded could have caused phase CT
saturation, which lead to the conclusion that this was the cause
of differential protection actuation. This case showed that
further developments are needed for the inclusion of detailed
CT and PT models in the prototype.

The prototype also showed that this event caused intense
variations of active and reactive power for generator 9,
which reached a maximum of 1.74 pu of apparent power
((1.54− j0.8) pu), submitting the generator to a condition
outside its capability curve as illustrated in Fig. 11.

The variation of power in generator 9 was compensated by
significant variations of power in the other eight synchronized
generators, as illustrated in Fig. 11. This reduced the systemic
impact of the event (the local frequency reached a maximum
of 50.27Hz).

V. CONCLUDING REMARKS AND FUTURE WORK

Although little research has been published, protection
assessment of generators clearly demands automatic
pre-processing, which may avoids unnecessary manual
efforts and also to alert engineers of incipient patterns in the
equipment disconnections. This issue is a central matter in
the case of large disturbance analysis, due the large amount
of data produced in these particular events. Specially in these
cases, automatic generator dynamic analysis is also a valuable
tool helping engineers.

In this paper, a general scheme for the assessment of
protection of generators is presented. It is based in the
comparison of recorded actuations to the result of simulated
actuations produced using recorded quantities over the detailed
models of protection functions.

Real disturbances of ground-faulted generator, terminal
short-circuit, circuit breaker closing in asynchronous
conditions demonstrated the method efficiency and the
accuracy of protection models. A case showing the importance
of the inclusion of current transformer modeling was also
presented, which will be incorporated in future work.
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