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Abstract — This paper presents a new approach for protecting
microgrids based on multi-agent systems and using the angular
variation of currents. The multi-agent system was structured
using a congregation organization with three agents: section
agent, circuit breaker agent, and switch agent. In this proposal,
section agents are located at the microgrid lines, obtaining the
difference in current angles between the buses. Then, if a
threshold is reached, it sends a trip signal to the circuit breaker
agent. This agent is responsible for receiving the trip signals and
determining the correct line to be isolated. Finally, the switch
agent is responsible for monitoring the microgrid operating
scenario and updating the adequate thresholds of the agents. The
proposed method was assessed firstly using simulations in
PSCAD. Next, the multi-agent strategy was embedded into a low-
cost microcontroller unit and tested through hardware-in-the-
loop (HIL) experiments using the Real-Time Digital Simulator
(RTDS). The experimental and simulation results indicated the
feasibility of the proposed method.

Keywords: Hardware-in-the-loop, Microgrid, Multi-agent
System, Power System Simulation, Protection.

I. INTRODUCTION

ISTRIBUTED energy resources (DERs) continue to

grow, especially considering their decreasing cost and
the need to decarbonize electric power systems. At the
distribution level, microgrids (MGs) help to integrate DERs
into electric power grids, improving power quality, reliability,
efficiency, electricity management, and other indicators [1],
[2]. MGs can be addressed as local entities comprised of
loads, lines, and DERs. Thus, MGs operate within a
distribution network in a grid-connected manner or with the
islanded operating mode [3]. It is essential to observe that MG
islanding capability is one of their main advantages because
when an undesired event occurs in the main grid, the MGs can
efficiently maintain its operation.

Despite the advantages of MGs, some challenges remain in
implementing them on a large scale, such as their protection
[1], [4].- Note that in conventional distribution systems, the
fault detection procedure (intrinsic to the online protection
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scheme) is usually based on the rise in the current magnitude.
This conventional protection might not be adequate for MGs
[5] due to some aspects: i) short-circuit currents can vary
considerably, depending on the connection mode of the MG
(grid-connected or islanded) or connection/disconnection of
DERs; ii) there is a bidirectional power flow at some points of
the MG, also depending on the status of DERs and connection
of the lines; iii) the MG can operate in different topologies
considering, for example, self-healing actions; and iv) some
DERs can be intermittent and disconnected at any time.

From the above-mentioned challenges, a MG protection
strategy should be reliable and sensitive in detecting faults and
enabling fast fault clearance. Thus, many researchers have
devoted efforts to proposing new strategies and schemes for
protecting MGs. In [4], the authors presented a comprehensive
survey on MG protection, showing the recent research
advances and proving that more progress is required in this
topic. It can be noticed that machine learning (ML)-based
protection strategies have been proposed for fault diagnosis
[6], [7] and [8], and more specifically, for MG protection [9],
[10], [11], [12], [13], [14], [15], [16] and [17]. Despite the
good performances of these approaches, the training stage and
the large number of attributes to compose the algorithms can
be highlighted as shortcomings.

More recently, strategies that use multi-agent systems
(MAS) are considered promising in protecting MGs. In the
literature, there are studies with compelling results using
MAS, such as [18], [19], [20] and [21]. Nevertheless, some
concerns must be addressed to improve the practicality of the
MAS-based proposals. Major studies do not explore real-time
tests, assessing the practical behavior of methods on the
hardware level. External factors such as noise, filters,
hardware and software limitations, and measurement errors in
experimental trials can jeopardize the protection schemes’
response. Another observed factor is the lack of diversification
of simulation tests. In many studies, the assessment of the
proposals is limited regarding the fault type, resistance values,
fault locations, and operating scenarios of the MG.

In this context, this paper proposes a new approach to
protect MGs using MAS. In this scheme, the agents obtain the
angles of the currents at points of interest in the MG. Thus,
from the variation of the angular differences, the MAS-based
protection can properly detect faults. Firstly, the protection
was evaluated through several computational simulations in



PSCAD™/EMTDC™ software, considering diversified faulty
scenarios. Then, the proposal was validated through hardware-
in-the-loop (HIL) experiments. In this second stage, the agents
were embedded into a Texas Instruments development board,
and closed-loop experiments were conducted using the Real-
Time Digital Simulator (RTDS). The overall MAS structure
enables reliable fault detection and clearance concerning the
MG.

The main contributions of this paper to advance the state-
of-the-art in terms of MG protection are as follows:

1. The MAS-based approach uses a simple calculation of

difference of current angles to detect faults.

2. The approach was embedded into a low-cost
microcontroller unit (MCU), demonstrating its simplicity
and applicability. Few studies evaluate their proposals at
a hardware level.

3. The approach can be used for primary and backup MG
protection, along with other strategies.

The remainder of this paper is organized as follows.
Section Il briefly presents the foundations of MAS. The
proposed protection approach is presented in Section IlI.
Then, Section IV addresses the simulation results, while
Section V shows the HIL experimental results. Finally,
Section VI draws the conclusions.

Il. MULTI-AGENT SYSTEMS

In the context of computer science, an agent can be defined
as a computer system implemented or conceptualized with
some human characteristics. The intelligent agent is
programmed to act within a specific environment
(deterministic or stochastic). Thus, the agent can act to
accomplish individual or collective objectives. Even though
there is no consensus on the definition of an intelligent agent,
in [22] the authors define that a computer program is an
intelligent agent if it has the following features:

e autonomy — agent operates on its own, without external
intervention;

e social ability — agent can communicate with other agents
using some communication language;

e reactivity — agent notices changes in the environment and
acts accordingly to these changes;

e pro-activeness — agent not only acts based on external
stimuli, but also takes initiative to accomplish an
objective.

MAS are systems with two or more agents. In the literature,
there are some methods to organize the MAS. The most
common organization is the hierarchical one, where
communication between agents on the same level has to pass
through the agent on the upper levels. The agents on the upper
levels give the orders to the agents on the levels below.
Another organization is the society, in which agents can
participate or not, but if they do, they have to follow a set of
internal rules. There are also agents organized in a
congregation. In this organization, multiple agents are divided
into specific functions which a single agent might not achieve
alone. The mentioned organizations are illustrated in Fig. 1.
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Fig. 1. Agents’ organization: (a) hierarchical; (b) society and (c) congregation.

I1l. PROPOSED PROTECTION ALGORITHM

In this paper, the MAS was structured using the
congregation organization with three functions. The
description of each function is presented next:

e Section agent — this monitors the difference of current
angles at the ends of a line to decide if there is a fault on
the monitored line. If there is, this agent sends a trip
signal to the circuit breaker agent;

o Circuit breaker agent — based on the received trip signals
and difference of current angles from the section agents,
it determines what circuit breakers should actuate to
isolate the fault;

e Switch agent — this tracks the state of the switch
connecting the MG to the main supply, identifying if the
MG is connected or islanded to properly select the
detection thresholds used by the section agents.

A general overview of the proposed MAS protection
scheme is presented in Fig. 2, which denotes how the agents
operate.
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Fig. 2. Diagram of the proposed MAS protection scheme.

As shown in Fig. 2, the section agents are located at each
line of the system. They calculate the difference of current



angles (A0) between two generic buses i and j at sample k, as
presented in (1).

Ag?'j!k- = |9-i,1: — (9]” (1)

In Eg. (1) and Fig. 2, it can be observed that the proposed
scheme has an approach based on differential relays, requiring
only phase angles instead of the full current phasors.

If AO variation is above a threshold and below 90 for three
consecutive samples, the section agent sends a trip signal to
the circuit breaker agent. The complete decision process for
the section agent is shown in Fig. 3.
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The threshold is obtained by simulating a high resistance
(50 Q) single-phase fault and choosing the highest post-fault
variation (A0), which leads to this fault detection. Thus, the
thresholds are defined using the value obtained in this analysis
(3.5° for the connected MG and 2.5° for the islanded MG).
Note that the upper limit of 90° exists to prevent the protection
from acting under sudden variation of Af. The main cause of
this variation is the phasor estimation limiting the phase angle
between +180°. For example, when the phase angle is close to
180° and suffers a slight rise, it shifts over to -180°, which
might cause a difference of up to 360°.

Then, the circuit breaker agents receive A8 and the trip
signal information from the section agents. If a circuit breaker
agent simultaneously receives trip signals from more than one
section agent, it proceeds to compare the A8 information from
these agents and trips the circuit breakers in the line with the
highest absolute value of A@. Fig. 4 shows the decision
process for the circuit breaker agent. It is appropriate to clarify
that the circuit breaker agent is a computational entity
different from the physical circuit breaker. This agent
monitors the trip signals from section agents and is responsible
for deciding and sending trip signals to the appropriate
physical circuit breakers.

Finally, the switch agent continuously monitors the state of
the switch connecting the MG to the main supply. This agent
selects the appropriate threshold value used by the section
agent according to the MG status. Thus, this agent is
responsible for providing adaptability to the MAS-based
protection. In this paper, only three-pole-operated circuit

Fig. 3. Flowchart of the section agent decision process.

breakers were considered. Moreover, the fault clearance was
not dependent on the fault type classification. Then, a strategy
for classifying faults was not required here for protection
purposes. This feature could be added in future work, as it can
be helpful for other applications, such as fault location.
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Fig. 4. Flowchart of the circuit breaker agent decision process.

It is important to note that each agent acquires local current
measurements. Therefore, it is possible to check if the
communication is continuous, ensuring that the protection
works correctly. If any communication failure is detected, the
agent is able to work independently, i.e., without
communication, by a traditional overcurrent scheme.
Furthermore, this backup protection can be coordinated due to
the low response time of the proposed method. Finally,
concerning the current technology, it is worth mentioning that
there are some commercial devices with phase angle accuracy
that enable the practicality of this proposal. These devices and
upcoming developments ensure that protection schemes are
more accurate.

IV. SIMULATION RESULTS

The analyses of the proposed protection algorithm were
performed using a test MG based on the European medium-
voltage distribution network benchmark from CIGRE [24], as
depicted in Fig. 5. Note from this figure that the MG has a
delimited region, ranging from buses 3 to 11. Moreover, a
circuit  breaker (CB1) is  responsible  for  the
connection/disconnection of the MG to the main grid. In this
MG, a 5 MVA synchronous generator is connected to bus 5,
with parameters from [25]. When the MG operates connected
to the main grid (grid-connected mode), the generator operates
in active-reactive power (PQ) control mode, while in islanded
mode, the generator operates in frequency-voltage (fV) control
mode. Finally, Fig. 5 shows the section and switch agents.

In the first part, several simulations were carried out using
the PSCAD™/EMTDC™ software. In these simulations,
different operating conditions of the MG were considered for
testing the proposed approach. Some parameters were changed
in the simulations through an interface between
PSCAD™/EMTDC™ and Python, generating all the
simulations. These parameters are listed next:

e Fault types — single-phase-to-ground fault (involving
phase A and ground), phase-to-phase fault (involving
phases B and C), double-phase-to-ground fault



(involving phases A and C, and ground), and three-phase
fault (involving phases A, B, and C);

e Fault resistances — 0 Q, 10 Q, 20 Q, 30 Q, 40 Q, and
50Q;

e Fault locations — at 25%, 50%, and 75% of lines 3-4, 4-5,
5-6, 3-8, 8-7, 8-9, 9-10, and 10-11;

e Microgrid operation mode — connected and islanded.
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Fig. 5. Test system with all the electrical connections and agents' locations.

Combining all these parameters derived 576 fault cases for
each operation mode (connected and islanded), thus resulting
in 1,152 fault situations. Concerning the mentioned fault
types, it is important to observe that the tested MG is
balanced, making the analyzed types representative. The
angles used by the section agents were obtained from the
fundamental frequency component of the phase currents using
the fast Fourier transform with 64 samples/cycle. In the next
section, the detection procedure will be illustrated for two
specific cases. Then, the final results of the proposed approach
will be presented considering all the simulations.

A. Case 1 — MG in islanded mode

Firstly, a particular fault case was analyzed to illustrate the
fault detection procedure. This one is a three-phase solid fault
in the middle of line 3-4, considering the islanded MG. Even
in the islanded mode, the three-phase faults tend to be easier to
detect, as they cause more significant perturbation on all
phases of the MG. Fig. 6 shows the behavior of line 3-4
section agent during the fault. It can be observed that the
circuit breaker agent generated the tripping signal after three
consecutive variations of A6 higher than the considered
threshold (2.5°). This operation occurred approximately 2 ms
after the fault inception at 1.5 seconds.

B. Case 2 — MG in grid-connected mode

Secondly, another fault from the simulations was analyzed.
In this case, a single-phase-to-ground (involving phase A

and ground) with fault resistance of 50 Q was simulated at line
3-4, considering the grid-connected mode. This fault is more
challenging to detect than the first case, considering its type
and fault resistance. Fig. 7 depicts the section agent behavior,
where the angle difference variations can be observed. It can
be noted that the agent only detects significant variations of A8
for phase A, taking more time to detect the three consecutive
variations above the threshold (3.5°). Nevertheless, the agent
rapidly detected the fault in less than one cycle, 9 ms after the
fault inception at 1.5 seconds.
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Fig. 6. Angle difference variation in line 3-4 for a solid three-phase fault with
the MG islanded.
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Fig. 7. Angle difference variation in line 3-4 for a 50 Q single-phase fault with
the MG connected.

C. General performance of the proposed approach

Concerning the performance of the proposed approach for
all the simulations, Tables | and Il show the obtained
accuracies considering the different fault types and
resistances. It can be observed that the MAS-based approach
was able to detect all the fault types with resistances up to 30
Q, disregarding the MG operating mode (grid-connected or
islanded). For faults with more than 30 Q, the proposed
approach tended to be less accurate, but the accuracy values
continued to be high. Moreover, it can be observed that the
proposed approach correctly detected all the three-phase
faults, which are the most harmful to the MG, regardless of its
operating mode. Finally, the resulting average accuracies
considering the grid-connected and islanded modes were
97.9% and 96.0%, respectively, implying in a final average of
97.0% regarding all the scenarios.

The simulations were also analyzed by adding noise,
modeled as a White Gaussian noise with a signal-to-noise ratio
of 30 dB and 50 dB, respectively. Nonetheless, the noise did



not affect the performance of the proposed method, which
obtained the same accuracies shown in Tables I and Il. Since
the Fourier Transform acted as a filter, the effect of noise was

mitigated after data acquisition.
TABLE I
PERCENTAGE OF CORRECT FAULT DETECTION FOR FAULT TYPE AND
RESISTANCE IN GRID-CONNECTED MODE

Fault type

Type I Type 1@ Type 11O Type IVA® Total
= 0 100.0% 100.0% 100.0% 100.0%  100.0%
8 10 100.0% 100.0% 100.0% 100.0%  100.0%
E 20 100.0% 100.0% 100.0% 100.0%  100.0%
'g 30 100.0% 100.0% 100.0% 100.0%  100.0%
g 40 87.5% 100.0% 87.5% 100.0% 93.8%
T 50 875%  1000%  87.5%  100.0%  93.8%
Total 95.8% 100.0% 95.8% 100.0% 97.9%

@ single-phase-to-ground fault; @ phase-to-phase fault;
@) double-phase-to-ground fault; and * three-phase fault.
TABLE II

PERCENTAGE OF CORRECT FAULT DETECTION FOR FAULT TYPE AND
RESISTANCE IN ISLANDED MODE

Type 19 Type ||F(gunTt;,See O Typerve oW
= 0 1000% 1000%  1000%  1000%  100.0%
s 10 100.0% 100.0%  100.0%  100.0%  100.0%
£ 20 1000% 1000%  100.0%  100.0%  100.0%
% 30 100.0% 100.0%  100.0%  100.0%  100.0%
=40 750%  1000% ~ 87.5%  100.0%  90.6%
2 50 667%  1000%  750%  100.0%  95.4%
Total 90.3%  100.0%  93.8%  100.0%  96.0%

@ single-phase-to-ground fault; @ phase-to-phase fault;
@) double-phase-to-ground fault; and * three-phase fault.

A compelling feature of a protection system is associated
with a rapid clearing time of the faults. In the proposed
approach, relatively low response times were obtained. Table
IIT presents information about the protection’s response times,
showing some statistical indicators. It can be observed that the
maximum clearing time was 10.16 ms, while 75% of the faults
were cleared within 1.82 ms (third quartile). In the islanded
mode, the maximum clearing time was 2.60 ms and the
average clearing time was 1.61 ms. Note that the response
time of the MAS-based protection can be delayed if needed,
allowing it to perform a primary or backup function with other
strategies.

Finally, it can be observed that the proposed approach
overcomes some conventional strategies for MG protection.
In [25], it can be seen that the accuracy of an overcurrent relay
in protecting MGs is 61.25%, while the accuracy of a current
differential relay is 88.22%. In this paper, the MAS-based
protection presented an average accuracy of 93.4%. These
results were not assessed for the same MG, but they provide a
general overview of the different approaches concerning their
accuracy.

TABLE IlI
STATISTICAL ANALYSIS OF PROTECTION’S RESPONSE TIMES

Detection time Islanded Connected General
Average 161ms 1.83ms 1.72 ms
Standard deviation 0.34ms  1.53ms 1.12 ms
Minimum 1.04ms 1.04ms 1.04ms
Maximum 260ms 10.16 ms 10.16 ms
First quartile 130ms 130ms 1.30ms
Median 156ms  1.56 ms 1.56 ms
Third quartile 182ms 156ms 1.82ms

V. HARDWARE-IN-THE-LOOP RESULTS

Real-time experiments were performed to evaluate the
proposed strategy implemented in hardware. The section agent
was embedded in an MCU, which was a C2000 Delfino
F28379D Launchpad development board [26], designed by
Texas Instruments. A set of closed-loop analyses were
conducted using the RTDS platform [27].

The fault currents previously simulated were appropriately
normalized to be generated using the RSCAD/RTDS as analog
voltage signals in a range of 0 and 3 V, which is the input
range for the MCU. Then, the signals passed through analog
low-pass filters with a cut-off frequency of 360 Hz, to mitigate
the influence of noise. Finally, the MCU acquires the analog
signals using six 12-bit analog-to-digital converter modules
with a resolution of 4,096 levels and a sampling frequency of
3,840 Hz (64 samples/cycle). After these steps, the MCU can
perform all the decision processes of the section agent. If a
fault is detected, the tripping signals for each phase and the
final trip are sent to the RTDS, closing the loop. The
laboratory setup for the hardware tests is presented in Fig. 8.

‘“m" RTDS ™
Real-Time Digital Simulator

oo
lvr \""“ \ \

Fig. 8. Laboratory setup for the hardware tests.



The Simulink Coder [28], version 2019b, was used for
embedding the algorithms into the MCU. Some parts of the
section agent algorithm were constructed using C language,
including the discrete Fourier transform and the agent’s
decision core. Other parts of the section agent were designed
through Simulink blocks, which were later converted into C
code by the Simulink Coder in the embedding stage. In this
step, a time delay of 5.2 ms (20 samples) was considered in
the final trip from the section agents. This consideration aims
to represent the time of exchanged messages between the
agents, according to the IEC-61850 standard. This standard
makes it possible to obtain rapid horizontal communication,
with a time to exchange messages between the agents in
around 0.25 cycle (4-5 ms) [29], [20].

For the real-time experiments, some faults from all the
1,152 cases were chosen for testing. These cases are faults at
line 3-4, considering the importance of this line for the
operation of the MG. Thus, the section agent 3-4 (Ag#3-4) was
chosen for this analysis. The fault cases used for the real-time
tests are as follows:

o Test 1 — 20 Q three-phase fault at line 3-4 with MG

connected,;

e Test 2 —20 Q single-phase-to-ground (involving phase A

and ground) fault at line 3-4 with MG connected;

o Test 3 — 20 Q three-phase fault at line 3-4 with MG

islanded;

e Test 4 — 20 Q single-phase-to-ground (involving phase A

and ground) fault at line 3-4 with MG islanded;

e Test 5 — Solid three-phase fault at line 3-8 with MG

connected (external fault for the Ag#3-4);

Tests 1 to 4 comprise faults on line 3-4, and the section
agent, Ag#3-4, must isolate the fault. Conversely, Test 5
consists of an external fault on line 3-8, and the section agent
Ag#3-4 should not detect this fault, as it occurs out of this
protection zone. The input signals and output trip signals of
the section agent for the real-time Test 1 are illustrated in
Fig. 9.
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Fig. 9. Normalized current signals measured at (a) bus 3, (b) bus 4, and (c) the
output trip signals of the section agent Ag#3-4 for the real-time test 1.

As shown in Fig. 9, the proposed protection scheme
correctly detected the fault from Test 1. The section agent
presented trip signals for all phases, which ensures the fault
detection for this test. Fig. 10 presents the section agent
response for Test 2. Once more, the section agent correctly
detected the single-phase fault with a fast resulting trip signal
for phase A.
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Fig. 10. Normalized current signals measured at (a) bus 3, (b) bus 4, and (c)
the output trip signals of the section agent Ag#3-4 for the real-time test 2.

Fig. 11 depicts a test with the MG islanded. In this
particular case, note that the methods based on the rise in the
current magnitude might not detect the fault as, after the fault
inception, the current on bus 3 (Fig. 11a) drops slightly.
Nevertheless, the proposed protection properly detected the
fault with resulting trips for phases A and C within the time
window shown. In Test 4 (Fig. 12), the proposed protection
detected the fault once more, with a fast trip for phase A.

jar ibiigy

2.5
o2
215 00000 a0000000A00000000CR00CK RCATREREERATEAPIER O bEY
Sl RO A AR AL ARSI XA XIS AR AL AL
-1
=05
=0
=70 005 01 015 02 025 03 035 04 045 05
a)
—_— % o
Zas
Z 2
£ 1.5
|
= 0.5
= 0
= 0 0.05
Ag phA |
Ag phB |
Ag phC | :
Ag trip |
0 0.05 01 015 02 025 03 035 04 045 05
Time s
(¢}

Fig. 11. Normalized current signals measured at (a) bus 3, (b) bus 4, and (c)
the output trip signals of the section agent Ag#3-4 for the real-time test 3.
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the output trip signals of the section agent Ag#3-4 for the real-time test 4.

Finally, Fig. 13 shows the last response of the proposed
MAS-based protection for Test 5, which is a case of an
external fault for the section agent Ag#3-4. Despite being an
external fault, the fault currents also flow throughout the line
protected by Ag#3-4. However, although there were
substantial changes in the current signals, the section agent
operated properly, not detecting this external fault.
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Fig. 13. Normalized current signals measured on (a) bus 3, (b) bus 4, and (c)
the output trip signals of the section agent Ag#3-4 for the real-time test 5.

The trip times for the five tests analyzed in the real-time
experiments are presented in Table IV, where the cases in
which no trip occurred were represented by “~”. It can be
observed that the obtained times from real-time experiments
were very similar to the simulated ones. Moreover, in the real-
time experiments, delays resulting from hardware elements
and the considered time delay for the communication between
the agents exist. Despite these aspects, the MAS-based
protection continued to have a fast response. Additionally,

considering the conducted real-time experiments, the proposed
section agent detection process has shown to be reliable and
selective to detect only faults within its detection zone.

TABLE IV
TRIP TIMES FOR REAL-TIME EXPERIMENTS

Trip time Phase A Phase B Phase C  General
Casel 7.28ms 7.80ms 9.88ms 7.28ms
Case2 7.02ms — — 7.02 ms
Case3  7.54ms — 11.18 ms 7.54 ms
Case4 7.28ms — — 7.28 ms
Case 5 - — - -

Finally, it is worth noting that the HIL tests were performed
with a high background noise level. Thus, it also shows that
noise does not affect the performance of the proposed
protection scheme.

VI. CONCLUSIONS

In this paper, a new protection scheme for MGs was
proposed. The method uses an MAS organized in conjunction
with different functions to accomplish the desired decision
process. Simulations were conducted considering 1,152 faults
and different operating modes of MG. The simulation results
showed that the proposed MAS-based protection scheme is
promising, presenting good accuracy and a fast response time.
Furthermore, a section agent was embedded into a MCU and
real-time experiments were performed using RTDS. In the
real-time tests, the MAS-based approach maintained a fast
response and selectivity. Finally, it should be highlighted that
few studies show real-time experiments to assess their
proposed strategies. Nevertheless, this type of test is highly
important to ensure the safety and reliability of the protection
schemes for a future real-world implementation. Future work
could address an additional feature of fault type classification,
supporting other applications, such as fault location. Another
promising sequence to this work is to explore and extend the
proposed protection scheme for multi-microgrid systems.
Finally, exploring the economic and stability aspects of
hardware devices required in this research is recommended.
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